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Data and password protection policy

First: Acceptable Use Policy and Data Protection

eThe school owns the data saved on computers and other
electronic devices.

eUse of the Internet to support the educational and
research goals of the school.

eAdhere to a sound and disciplined code of conduct in
electronic communications.

eWhen using e-mail, we must always be very careful not
to disclose any personal information.

o|t must be assumed that all communications and
information that can be accessed over the network are
private property.

e Avoid excessive use of file server storage space on the
hard disk in school machines.

®As a representative of their school and community, the
user should always demonstrate exemplary behavior on
the network and be polite.

eAll computers must be secured with a password
protected screen saver with automatic activation feature
set to 10 minutes or less, you must lock the screen or log
off when the device is unattended / unused.

elt is your responsibility to report theft, loss, or
unauthorized disclosure of property information related
to the school.

et allows access to or use or share proprietary
information only within the limits of what is authorized
and necessary to meet the educational requirements and
functionality that are commissioned.

eAuthorized employees may monitor equipment,
systems, and network movement at any time for security
and network maintenance purposes, in accordance with
the Ministry's monitoring policy and audit policy.

eThe school reserves the right to audit networks and
systems periodically to ensure compliance with this

policy.
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Second: Users (employee - student - and parents) must
follow the following to preserve the privacy of data and

password:

*Not to share the password with anyone, the password
must be updated periodically and use a strong password
that is difficult to guess and not common.

e Ensure that computers are logged off after each use to
preserve data.

¢ Parents should put in place a filter system on their
laptop to protect their children from exposure to
pornographic and illegal websites.

¢ Users should make backup copies of files periodically.
e Users must report in case of data theft.

e Users must go to sites that carry protection notices,
and not download programs from sites that do not have
protection notices to avoid viruses and hackers.
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